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Change Log

Date Change Description

2022-11-10 Initial release.

2022-11-15 Updated Resolved issues on page 14 and Known issues on page 18.
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Introduction and supported models

This guide provides release information for FortiOS 7.2.3 build 1262.

For FortiOS documentation, see the Fortinet Document Library.

Supported models

FortiOS 7.2.3 supports the following models.

FortiGate FG-40F, FG-40F-3G4G, FG-60E, FG-60E-DSL, FG-60E-DSLJ, FG-60E-POE, FG-60F, FG-

61E, FG-61F, FG-80E, FG-80E-POE, FG-80F, FG-80F-BP, FG-80F-POE, FG-81E, FG-81E-
POE, FG-81F, FG-81F-POE, FG-90E, FG-91E, FG-100E, FG-100EF, FG-100F, FG-101E,
FG-101F, FG-140E, FG-140E-POE, FG-200E, FG-200F, FG-201E, FG-201F, FG-300E, FG-
301E, FG-400E, FG-400E-BP, FG-401E, FG-500E, FG-501E, FG-600E, FG-601E, FG-800D,
FG-900D, FG-1000D, FG-1100E, FG-1101E, FG-1500D, FG-1500DT, FG-1800F, FG-1801F,
FG-2000E, FG-2200E, FG-2201E, FG-2500E, FG-2600F, FG-2601F, FG-3000D, FG-3100D,
FG-3200D, FG-3300E, FG-3301E, FG-3400E, FG-3401E, FG-3500F, FG-3501F, FG-3600E,
FG-3601E, FG-3700D, FG-3960E, FG-3980E, FG-4200F, FG-4201F, FG-4400F, FG-4401F,
FG-5001E, FG-5001E1

FortiWiFi FWF-40F, FWF-40F-3G4G, FWF-60E, FWF-60E-DSL, FWF-60E-DSLJ, FWF-60F, FWF-
61E, FWF-61F, FWF-80F-2R, FWF-81F-2R, FWF-81F-2R-POE, FWF-81F-2R-3G4G-POE
FortiGate Rugged FGR-60F, FGR-60F-3G4G

FortiGate VM FG-ARM64-AWS, FG-ARM64-KVM, FG-VM64, FG-VM64-ALI, FG-VM64-AWS, FG-VM64-
AZURE, FG-VM64-GCP, FG-VM64-HV, FG-VM64-IBM, FG-VM64-KVM, FG-VM64-OPC,
FG-VM64-RAXONDEMAND, FG-VM64-XEN
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Special notices

» IPsec phase 1 interface type cannot be changed after it is configured on page 7
o Support for FortiGates with NP7 processors and hyperscale firewall features on page 7

IPsec phase 1 interface type cannot be changed after it is
configured

The IPsec phase 1 interface type cannot be changed after it is configured. This is due to the tunnel ID parameter (tun__
id), which is used to match routes to IPsec tunnels to forward traffic. If the IPsec phase 1 interface type needs to be
changed, a new interface must be configured.

Support for FortiGates with NP7 processors and hyperscale firewall
features

FortiOS 7.2.3 includes main branch support for FortiGates with NP7 processors (FG-1800F, FG-1801F, FG-2600F, FG-
2601F, FG-3500F, FG-3501F, FG-4200F, FG-4201F, FG-4400F, and FG-4401F). These FortiGates can also be
licensed for hyperscale firewall features.

For more information, refer to the Hyperscale Firewall Release Notes.
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Upgrade information

Supported upgrade path information is available on the Fortinet Customer Service & Support site.

To view supported upgrade path information:

Go to https://support.fortinet.com.
From the Download menu, select Firmware Images.
Check that Select Product is FortiGate.
Click the Upgrade Path tab and select the following:
o Current Product
e Current FortiOS Version
e Upgrade To FortiOS Version
5. Click Go.

Ao bdh-=

Fortinet Security Fabric upgrade

FortiOS 7.2.3 greatly increases the interoperability between other Fortinet products. This includes:

FortiAnalyzer e 7.21
FortiManager e 7.21
FortiExtender ¢ 4.0.0 and later. For compatibility with latest features, use latest 7.0 version.

FortiSwitch OS
(FortiLink support)

6.4.6 build 0470 or later

FortiAP
FortiAP-S
FortiAP-U
FortiAP-W2

See Strong cryptographic cipher requirements for FortiAP on page 10

FortiClient EMS

7.0.3 build 0229 or later

FortiClient’ Microsoft
Windows

7.0.3 build 0193 or later

FortiClient’ Mac OS X

7.0.3 build 0131 or later
FortiClient’ Linux

7.0.3 build 0137 or later

FortiClient’ iOS 7.0.2 build 0036 or later

FortiClient’ Android

7.0.2 build 0031 or later
FortiSandbox

2.3.3 and later for post-transfer scanning
4.2.0 and later for post-transfer and inline scanning
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Upgrade information

" If you are using FortiClient only for IPsec VPN or SSL VPN, FortiClient version 6.0 and later are supported.

When upgrading your Security Fabric, devices that manage other devices should be upgraded first. Upgrade the
firmware of each device in the following order. This maintains network connectivity without the need to use manual

steps.
1. FortiAnalyzer
2. FortiManager
3. Managed FortiExtender devices
4. FortiGate devices
5. Managed FortiSwitch devices
6. Managed FortiAP devices
7. FortiClient EMS
8. FortiClient
9. FortiSandbox
10. FortiMail
11. FortiWeb
12. FortiADC
13. FortiDDOS
14. FortiWLC
15. FortiNAC
16. FortiVoice
17. FortiDeceptor
18. FortiAl/FortiNDR
19. FortiTester
20. FortiMonitor
. If Security Fabric is enabled, then all FortiGate devices must be upgraded to 7.2.3. When
A Security Fabric is enabled in FortiOS 7.2.3, all FortiGate devices must be running FortiOS
7.2.3.

Downgrading to previous firmware versions

Downgrading to previous firmware versions results in configuration loss on all models. Only the following settings are
retained:

o operation mode

« interface IP/management IP
« static route table

o DNS settings

« admin user account

« session helpers

» system access profiles
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Upgrade information

Firmware image checksums

The MD5 checksums for all Fortinet software and firmware releases are available at the Customer Service & Support
portal, https://support.fortinet.com. After logging in select Download > Firmware Image Checksums, enter the image file
name including the extension, and select Get Checksum Code.

Strong cryptographic cipher requirements for FortiAP

FortiOS 7.0.0 has removed 3DES and SHA1 from the list of strong cryptographic ciphers. To satisfy the cipher
requirement, current FortiAP models whose names end with letter E or F should be upgraded to the following firmware
versions:

« FortiAP (F models): version 6.4.3 and later

o FortiAP-S and FortiAP-W2 (E models): version 6.2.4, 6.4.1, and later
o FortiAP-U (EV and F models): version 6.0.3 and later

o FortiAP-C (FAP-C24JE): version 5.4.3 and later

If FortiGates running FortiOS 7.0.1 need to manage FortiAP models that cannot be upgraded or legacy FortiAP models
whose names end with the letters B, C, CR, or D, administrators can allow those FortiAPs' connections with weak cipher
encryption by using compatibility mode:

config wireless-controller global

set tunnel-mode compatible
end

FortiGate VM VDOM licenses

FortiGate VMs with one VDOM license (S-series, V-series, Flex-VM) have a maximum number or two VDOMSs. An
administrative type root VDOM and another traffic type VDOM are allowed in 7.2.0. After upgrading to 7.2.0, if the VM
previously had split-task VDOMs enabled, two VDOMs are kept (the root VDOM is an administrative type).
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Product integration and support

The following table lists FortiOS 7.2.3 product integration and support information:

Web browsers » Microsoft Edge
* Mozilla Firefox version 98
¢ Google Chrome version 99
Other web browsers may function correctly, but are not supported by Fortinet.

Explicit web proxy browser * Microsoft Edge 44
* Mozilla Firefox version 74
¢ Google Chrome version 80
Other web browsers may function correctly, but are not supported by Fortinet.

FortiController e 5.2.5and later

Supported models: FCTL-5103B, FCTL-5903C, FCTL-5913C
Fortinet Single Sign-On ¢ 5.0 build 0308 and later (needed for FSSO agent support OU in group filters)
(FSSO) + Windows Server 2019 Standard

Windows Server 2019 Datacenter

Windows Server 2019 Core

Windows Server 2016 Datacenter

Windows Server 2016 Standard

Windows Server 2016 Core

Windows Server 2012 Standard

Windows Server 2012 R2 Standard

Windows Server 2012 Core

Windows Server 2008 64-bit (requires Microsoft SHA2 support
package)

Windows Server 2008 R2 64-bit (requires Microsoft SHA2 support
package)

Windows Server 2008 Core (requires Microsoft SHA2 support package)
Novell eDirectory 8.8

AV Engine e 6.00276

IPS Engine » 7.00234

Virtualization environments

The following table lists hypervisors and recommended versions.
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Product integration and support

Hypervisor
Citrix Hypervisor

Linux KVM

Microsoft Windows Server
Windows Hyper-V Server

Open source XenServer

VMware ESXi

Language support

Recommended versions

8.1 Express Edition, Dec 17, 2019

Ubuntu 18.0.4 LTS
Red Hat Enterprise Linux release 8.4
SUSE Linux Enterprise Server 12 SP3 release 12.3

2012R2 with Hyper-V role
2019

Version 3.4.3
Version 4.1 and later

Versions 6.5, 6.7, and 7.0.

The following table lists language support information.

Language support

Language

English

Chinese (Simplified)
Chinese (Traditional)
French

Japanese

Korean

Portuguese (Brazil)

Spanish

FortiOS 7.2.3 Release Notes
Fortinet Inc.
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Product integration and support

SSL VPN support

SSL VPN web mode

The following table lists the operating systems and web browsers supported by SSL VPN web mode.

Supported operating systems and web browsers

Operating System Web Browser

Microsoft Windows 7 SP1 (32-bit & 64-bit) Mozilla Firefox version 98
Google Chrome version 99

Microsoft Windows 10 (64-bit) Microsoft Edge
Mozilla Firefox version 98
Google Chrome version 99

Ubuntu 20.04 (64-bit) Mozilla Firefox version 98
Google Chrome version 99

macOS Monterey 12.2 Apple Safari version 15
Mozilla Firefox version 98
Google Chrome version 99

i0S Apple Safari
Mozilla Firefox
Google Chrome

Android Mozilla Firefox
Google Chrome

Other operating systems and web browsers may function correctly, but are not supported by Fortinet.
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Resolved issues

The following issues have been fixed in version 7.2.3. To inquire about a particular bug, please contact Customer
Service & Support.

Anti Virus

Bug ID Description

794575 If FortiGate Cloud is selected as sandbox server under Security Fabric > Fabric Connectors, an anti
virus profile with settings to Send files to FortiSandbox for inspection does not get saved in the GUI.

Explicit Proxy

Bug ID Description

803228 When converting an explicit proxy session to SSL redirect and if this session already has connected
toan HTTP server, the WAD crashes continuously with signal 11.

GUI

Bug ID Description

829313 The dropdown field for the IdP Certificate is empty when editing an SSO user configuration (User
& Authentication > Single Sign-On), even though the summary shows an IdP certificate.

835089 Unable to move SD-WAN rule ordering in the GUI (FortiOS 7.2.1).

HA

Bug ID Description

823687 A cluster is repeatedly out-of sync due to external files (SSLVPN_AUTH_GROUPS) when there are
frequent user logins and logouts.

FortiOS 7.2.3 Release Notes
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Resolved issues

IPsec VPN

Bug ID Description

765868 The packets did not pass through QTM, and SYN packets bypass the IPsec tunnel once traffic is
offloaded. Affected platforms: NP7 models.

Log & Report

Bug ID Description

789007 Unable to select FortiAnalyzer as a data source on the Summary tab for the System Events and
Security Events pages.

826431 FortiGate Cloud log viewer shows no results for the 5 minutes and 7 hour time period due to an

incorrect timestamp (24 hours is OK).

Proxy

Bug ID Description

780182 WAD crash occurred when forwarding the release bytes from the IPS engine to the server and the
connection to the server is closed.

825496 Explicit proxy traffic is terminated when IPS is enabled. The exact failure happened upon certificate
inspection.
836198 Console randomly displays a read tagbuf - 152: Failed to open device: /dev/sdb

errno:2 (No such file or directory) error.

Routing

Bug ID Description

822659 Secure SD-WAN Monitor in FortiAnalyzer does not show graphs when the SLA target is not
configured in SD-WAN performance SLA.
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Resolved issues

SSL VPN

Bug ID Description

856316 Browser displays an Error, Feature is not available message if a file larger than 1 MB is uploaded
from FTP or SMB using a web bookmark, even though the file is uploaded successfully. There are
no issues with downloading files.

System

Bug ID Description

784169 When a virtual switch member port is set to be an alternate by STP, it should not reply with ARP;
otherwise, the connected device will learn the MAC address from the alternate port and send
subsequent packets to the alternate port.

810879 DoS policy ID cannot be moved in GUI and CLI when enabling multiple DoS policies.

855151 There may be a race condition between the CMDB initializing and the customer language file
loading, which causes the customer language file be removed after upgrading.

User & Authentication

Bug ID Description
822923 When a device is detected as vulnerable, its source is not set and the inventory query quits.
827458 A User device store query error (error code: -1) warning appears on the Asset Identity Center page.

WiFi Controller

Bug ID Description

821803 Wireless multicast traffic causes the cw_acd process to have high CPU usage and triggers a
hostapd crash.

Common Vulnerabilities and Exposures

Visit https://fortiguard.com/psirt for more information.

FortiOS 7.2.3 Release Notes
Fortinet Inc.


https://fortiguard.com/psirt

Resolved issues

Bug ID CVE references

846234 FortiOS 7.2.3 is no longer vulnerable to the following CVE Reference:
e CVE-2022-40684

846854 FortiOS 7.2.3 is no longer vulnerable to the following CVE Reference:
* CVE-2022-40684

855446 FortiOS 7.2.3 is no longer vulnerable to the following CVE References:
e CVE-2022-3602
e CVE-2022-3786

FortiOS 7.2.3 Release Notes
Fortinet Inc.
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Known issues

The following issues have been identified in version 7.2.3. To inquire about a particular bug or report a bug, please
contact Customer Service & Support.

Anti Virus

Bug ID Description
800731 Flow AV sends HTML files to the FortiGate Cloud Sandbox every time when HTML is not configured
in file list.

Application Control

Bug ID Description

804138 Application icon is missing when FortiGuard anycast is set to AWS (unable to resolve
globalproductapi2.fortinet.net).

829458 Remove option to block QUIC by default.

Firewall

Bug ID Description

719311 On the Policy & Objects > Firewall Policy page in 6.4.0 onwards, the IPv4 and IPv6 policy tables are
combined but the custom section name (global label) is not automatically checked for duplicates. If
there is a duplicate custom section name, the policy list may show empty for that section. Thisis a
display issue only and does not impact policy traffic.

Workaround: rename the custom section to unique name between IPv4 and IPv6 policies.

728734 The VIP group hit count in the table (Policy & Objects > Virtual IPs) is not reflecting the correct sum
of VIP members.

770541 There is a delay opening firewall, DoS, and traffic shaping policies in the GUI.

824091 Promethean Screen Share (multicast) is not working on the member interfaces of a software switch.

FortiOS 7.2.3 Release Notes
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Known issues

GUI

Bug ID Description

440197 On the System > FortiGuard page, the override FortiGuard server for AntiVirus & IPS Updates
shows an Unknown status, even if the server is working correctly. This is a display issue only; the
override feature is working properly.

677806 On the Network > Interfaces page when VDOM mode is enabled, the Global view incorrectly shows
the status of IPsec tunnel interfaces from non-management VDOMs as up. The VDOM view shows
the correct status.

685431 On the Policy & Objects > Firewall Policy page, the policy list can take around 30 seconds or more
to load when there is a large number (over 20 thousand) of policies.

Workaround: use the CLI to configure policies.

719476 FortiLink NAC matched device is displayed in the CLI but not in the GUI under WiFi & Switch
Controller > NAC Policies > View Matched Devices.

729406 New IPsec design tunnel-1id still displays the gateway as an IP address, when it should be a
tunnel ID.

749843 Bandwidth widget does not display traffic information for VLAN interfaces when a large number of

VLAN interfaces are configured.

780832 WiFi & Switch Controller > Managed FortiAPs list does not load if there is an invalid or unsupported
FortiAP configured.
804584 On the policy dialog page, the Select Entries box for the Service field does not list all service objects

if an IPv6 address is in the policy.

807197 High iowait CPU usage and memory consumption issues caused by report runner.
818426 Unable to add spokes or retrieve the configuration key from ADVPN.
819272 When a VLAN belongs to a zone, and the zone is used in a policy, editing the VLAN ID changes the

policy's position in the table.

820909 On the Policy & Objects > Schedules page, when the end date of a one-time schedule is set to the
31st of a month, it gets reset to the 1st of the same month.

Workaround: use CLI to set schedules with an end date of 31st.

825377 Managed FortiSwitches page, policy pages, and some FortiView widgets are slow to load.

831439 On the WiFi & Switch Controller > SSIDs page, multiple DHCP servers for the same range can be
configured on an interface if the interface name contains a comma (,) character.

831885 Unable to access GUI via HA management interface of secondary unit.

833774 GUI needs to allow the members of the software switch interface to be used in IPv4/IPv6 multicast
policy.

853352 On the View/Edit Entries slide-out pane (Policy & Objects > Internet Service Database dialog),
users cannot scroll down to the end if there are over 100000 entries.

854529 The local standalone mode in a VAP configuration is disabled when viewing or updating its settings
in the GUI.

FortiOS 7.2.3 Release Notes
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Known issues

HA

Bug ID Description

788702 Due to an HA port (Intel i40e) driver issue, not all SW sessions are synchronized to the secondary,
so there is a difference.

829390 When the internet service name management checksum is changed, it is out-of-sync when the
auto-update is disabled on FortiManager.

831051 A port with a disabled status still shows in the GUI as being up. The device information in the
CLl also shows the Admin and 1ink status asup.

Hyperscale

Bug ID Description

804742 After changing hyperscale firewall policies, it may take longer than expected for the policy changes
to be applied to traffic. The delay occurs because the hyperscale firewall policy engine
enhancements added to FortiOS may cause the FortiGate to take extra time to compile firewall
policy changes and generate a new policy set that can be applied to traffic by NP7 processors. The
delay is affected by hyperscale policy set complexity, the total number of established sessions to be
re-evaluated, and the rate of receiving new sessions.

824733 IPv6 traffic continues to pass through a multi-VDOM setup, even when the static route is deleted.

829549 DSE entry is being created for ALG sessions, and EIF sessions pass through.

839958 service-negate does not work as expected in a hyperscale deny policy.

843197 Output of diagnose sys npu-session list/list-full does notmention policy route
information.

843305 Get PARSE SKIP ERROR=17 NPD ERR PBR ADDRESS console error log when system boots up.

IPsec VPN

Bug ID Description

699973 IPsec aggregate shows down status on Interfaces, Firewall Policy, and Static Routes configuration
pages.

763205 IKE crashes after HA failover when the enforce-unique-id option is enabled.

815253 NP7 offloaded egress ESP traffic that was not sent out of the FortiGate.

836260 The IPsec aggregate interface does not appear in the Interface dropdown when configuring the

Interface Bandwidth widget.
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Known issues

Log & Report

Bug ID Description

807661 In a FortiAnalyzer with lots of logs, the log view shows no result if the user scrolls down to the
bottom of the list.

814758 Get an intermittent error when running execute log fortianalyzer-cloud test-
connectivity.

815150 Negating a range or subnet does not work on in the GUI log display.

821359 FortiGate appears to have a limitation in the syslogd filter configuration.

826483 The dstname log field cannot store more than 66 characters.

836846 Packet captured by firewall policy cannot be downloaded.

837435 Syslogd failed to send logs for some log IDs, including traffic log IDs 3, 4, 5, 6, 7, and 11.

Proxy

Bug ID Description
799237 WAD crash occurs when TLS/SSL renegotiation encounters an error.
823247 When an LDAP user is authenticated in a firewall policy, the WAD user-info process has a memory

leak causing the FortiGate to enter conserve mode.

837724 WAD crash occurs.

REST API

Bug ID Description

836760 The start parameter has no effect with the /api/v2/monitor/user/device/query API call.

Routing

Bug ID Description
769330 Traffic does not fail over to alternate path upon interface being down (FGR-60F in transparent
mode).
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Known issues

Bug ID Description
823293 Disabling BFD causes an OSPF flap/bounce.
830254 When changing interfaces from dense mode to sparse mode, and then back to dense mode, the

interfaces did not show up under dense mode.

833399 Static routes are incorrectly added to the routing table, even if the IPsec tunnel type is static.

Security Fabric

809106 Security Fabric widget and Fabric Connectors page do not identify FortiGates properly in HA.
814796 The threat level threshold in the compromised host trigger does not work.

825291 FortiAnalyzer connection security rating fails for FortiAnalyzer Cloud.

843043 Only the first ACI SDN connector can be kept after upgrading from 6.4.8 if multiple ACI SDN

connectors are configured.

SSL VPN

705880 Updated empty group with SAML user does not trigger an SSL VPN firewall policy refresh, which
causes the SAML user detection to not be successful in later usage.

795381 FortiClient Windows cannot be launched with SSL VPN web portal.

818196 SSL VPN does not work properly after reconnecting without authentication and a TX drop is found.

819296 GUI should not use <server_ip> as a sender to send the SSL VPN configuration (it should use value

setin reply-to).

Switch Controller

Bug ID Description
836604 The 40000cr4 port speed is not available under the switch-controller managed-switch
port speed settings.
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Known issues

System

Bug ID Description

724085 Traffic passing through an EMAC VLAN interface when the parent interface is in another VDOM is
blocked if NP7 offloading is enabled. If the auto-asic-of fload option is disabled in the firewall
policy, traffic flows as expected.

725048 Performance improvements for /api/v2/monitor/system/available-interfaces (phase
2).

776646 Configuring a delegated interface to obtain the IPv6 prefix from an upstream DHCPV6 server in the
GUI fails with a CLI internal error.

780315 Poor CPS performance with VLAN interfaces in firewall only mode (NP7 and NP6 platforms).

798091 After upgrading from 6.4.9 to 7.0.5, the FG-110xE's 1000M SFP interface may fail to auto-negotiate
and cannot be up due to the missed auto-negotiation.

798303 The threshold for conserve mode is lowered.

805122 In FIPS-CC mode, if cfg-save is setto revert, the system will halt a configuration change or

certificate purge.

809030 Traffic loss occurs when running SNAT PBA pool in a hyperscale VDOM. The NP7 hardware
module PRP got stuck, which caused the NP7 to hang.

815692 Slow upload speeds when connected to FIOS connection. Affected platforms: NP6Lite and
NP6xLite.

818795 Kernel panic observed on FG-3700D.

824464 CMDB checksum is not updated when a certificate is renewed over CMP, causing a FortiManager

failure to synchronize with the certificate.
827240 Unexpected reboot occurs on FG-100F.

855573 False alarm of the PSU2 occurs with only one installed.

Upgrade

Bug ID Description

803041 Link lights on the FG-1100E fail to come up and are inoperative after upgrading.

FortiOS 7.2.3 Release Notes
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Known issues

User & Authentication

Bug ID Description

813969 SAML SSO login for VDOM administrator still works when logging in to the FortiGate and the
connecting interface does not belong to that VDOM.

825759 The Device detection option is missing in the GUI for redundant interfaces (CLI is OK).

VM

Bug ID Description

667153 Consume the licensed amount of CPUs without running execute cpu add and rebooting when a
license is upgraded.

825464 Every time the FortiGate reboots, the certificate setting reverts to self-signunder config
system ftm-push.

Web Filter

Bug ID Description
766126 Block replacement page is not pushed automatically to replace the video content when using a
video filter.

WiFi Controller

Bug ID Description

688655 Adding an AP results in the cluster going out-of-sync due to different UUID values in the WTP
profiles.

789072 Kernel panic on FWF-61F dueto ol target failure, Target Register Dump Location
0x00401AEO.

807713 FortiGate is not sending RADIUS accounting message consistently to RADIUS server for wireless
SSO.

809623 CAPWARP traffic is dropped when capwap-offloading is enabled.
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Known issues

Bug ID Description

811953 Configuration installation from FortiManager breaks the quarantine setting, and the VAP becomes
undeletable.

824441 Suggest replacing the IP Address column with MAC Address in the Collected Email widget.

846730 Dynamic VLAN assignment is disabled in the GUI when editing an SSID with radius mac-auth

and dynamic-vlan enabled.

ZTNA

Bug ID Description

832508 The EMS tag name (defined in the EMS server's Zero Trust Tagging Rules) format changed in 7.2.1
from FCTEMS<serial number> <tag name>t0EMS<id> ZTNA <tag name>.

After upgrading from 7.2.0 to 7.2.1, the EMS tag format was converted properly in the CLI
configuration, but the WAD daemon is unable to recognize this new format, so the ZTNA traffic will
not match any ZTNA policies with EMS tag name checking enabled.

Workaround: unset the ztna-ems-tag in the ZTNA firewall proxy policy, and then set it again.
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Limitations

Citrix XenServer limitations

The following limitations apply to Citrix XenServer installations:

« XenTools installation is not supported.

» FortiGate-VM can be imported or deployed in only the following three formats:
« XVA (recommended)
« VHD
« OVF

» The XVA format comes pre-configured with default configurations for VM name, virtual CPU, memory, and virtual
NIC. Other formats will require manual configuration before the first power on process.

Open source XenServer limitations

When using Linux Ubuntu version 11.10, XenServer version 4.1.0, and libvir version 0.9.2, importing issues may arise
when using the QCOW?2 format and existing HDA issues.
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