eBGP Configuration FortiManager:
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R1 Basic Configuration

Router(config)#thostname R1
R1(config)#interface fastEthernet0/0
R1(config-if)#ip address 10.0.1.100 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#interface Loopback2

R1(config-if)#ip address 2.2.2.2 255.255.255.255
R1(config-if)#exit

R1(config)#interface Loopback4

R1(config-if)#ip address 4.4.4.4 255.255.255.255
R1(config-if)#exit

R1(config)#interface Loopback6

R1(config-if)#ip address 6.6.6.6 255.255.255.255
R1(config-if)#exit

R1(config)#tinterface Loopback8

R1(config-if)#ip address 8.8.8.8 255.255.255.255
R1(config-if)#exit
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R1 BGP Configuration

R1(config)#router bgp 123

R1(config-router)#neighbor 10.0.1.1 remote-as 123
R1(config-router)#neighbor 10.0.1.254 remote-as 123
R1(config-router)#network 2.2.2.2 mask 255.255.255.255
R1(config-router)#network 4.4.4.4 mask 255.255.255.255
R1(config-router)#network 6.6.6.6 mask 255.255.255.255
R1(config-router)#network 8.8.8.8 mask 255.255.255.255
R1(config-router)#exit

Navigate to Device Manager >Device & Group>Managed FortiGate The list of devices in the
group are displayed. Click on FW1 Dashboard > Display Options

@ Add Device ~ 3B Device Groupw & Install Wizard

@ Device & Groups v -+ Add Widget  Rese
¢7) Dashboard + -

12 Search... Q

© Managed FortiGate (2) Host Name

Security Monitors
][ e S | -
Serial Number

System Information

+ HQ-FW Network Monitors
B Logging Devices (2) £ System > IP Address
+ FW1 = Router > System Time
HQ-FW )
h:ana(?ged FortiAnalyzer (1) Dispy Cptions Htime

Firmware Version

In the Router section tick BGP click OK.

Display Options
OGlobal Resources £3sD-WAN
ODHCP Server OModem
Osniffer Interface Policy EsNnmp
ObnNs ODNS Database
ODNS Service on Interface OExplicit Proxy
OManagement OAdmin Settings
O Administrators OAdmin Profile
OLocal Host ID OCertificates
B Replacement Message OReplacement Message Group
OFortiGuard O security Fabric
(O Automation Stitch OLog Setting
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OGateway Detection B ospPF
arip OscP
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Navigate to Device Manager >Device & Group>Managed FortiGate The list of devices in the
group are displayed. Click on FW1 Dashboard > Router>BGP

== Device Manager v =  m@AddDevice ~ 3B Device Group~ & Install Wizard
@ Device & Groups ~ BGP
¢# Dashboard + »
12 Search... Q Local AS
¥ System >
[ Managed FortiGate (4) Router ID
== Router -
4+ BR-FW _ Neighbors
4 DC-FW Static Route
+ Create New
4+ HQ-FW BGP O #
@ Logging Devices (4) » . O 1

Type the Router ID in this case 2.2.2.2 and Local AS in this case 123

BGP
Local AS 123
Router ID 2222

In the Neighbors click on Create New Type the IP Address of HQ-FW and remote AS 123

Edit Neighbor

a
IP 10.0.1.254

Remote AS 123

Password @
Interface ' [ port1 (WAN-1) v
Update Source @& any :-
Graceful Restart Time 70 N

Activate IPv4 m
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Repeat or clone the neighbor for Cisco Router R1 IP 10.0.1.100 and Remote AS 123.

Clone Neighbor

a
P 10.0.1.100
Remote AS 123
Password @
Interface \ port1 (WAN-1) v |
Update Source & any v|
Graceful Restart Time 0
Activate IPv4 [ on |
Finally, both neighbors are created for the same Remote AS 123.
Neighbors
=+ CreateNew [# Edit i Delete %% Column Settings ~
O # Neighbor Remote AS
g 1 10.5.1.254 123
o 2 10.0.1.100 123
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Navigate to Device Manager >Device & Group>Managed FortiGate The list of devices in the
group are displayed. Click on HQ-FW Dashboard > Router>BGP

@ Add Device ~ 3B Device Group~ & Install Wizard

@ Device & Groups v BGP
¢#) Dashboard +
12 Search... Q Local AS
I35 System »
(@ Managed FortiGate (4) Router ID
=% Router -
4 BR-FW _ Neighbors
4+ DC-FW Static Route
=+ Create New
5GP 0 ¢

B Logging Devices (4) - . O 1

Type the Router ID in this case 3.3.3.3 and Local AS is 123

BGP
Local AS 123
Router ID 33.33

In the Neighbors click on Create New Type the IP Address of FW1 and remote AS 123

Create New Neighbor

a
1P 100.1.1
Remote AS 123
Password @
Interface ' @ port3 (LAN) | & 1
Update Source — ‘
Graceful Restart Time 0] —
Activate IPv4 m
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Repeat or clone the neighbor for Cisco Router R1 IP 10.0.1.100 and Remote AS 123.

Create New Neighbor

e
IP 10.0.1.100
Remote AS 123 l
Password @
Interface @ port3 (LAN) v
Update Source \ 7 i \
Graceful Restart Time 0 -
Activate IPv4 [ on |

Finally, both neighbors are created for the same Remote AS 123.

Neighbors
4+ Create New [# Edit Tl Delete 5% Column Settings ~
O # Neighbor Remote AS
a 1 10.0.1.1 123
O 2 10.0.1.100 123

In the Networks click Create New type IP/Netmask click OK. Finally, three networks are
advertised in the BGP.

Networks
4+ CreateNew [# Edit T Delete # Column Settings ~
O # P Netmask
O 1 192.168.1.0 255.255.255.0
g 2 192.168.2.0 255.255.255.0
O 3 10.0.1.0 255.255.255.0
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In the Neighbors click Create New IP 192.168.3.1 and Remote AS 4.

Edit Neighbor

IP 192.168.3.1
Remote AS 4

Password @

Interface | . |

Update Source | . |

Graceful Restart Time 0

Activate IPv4 m

Finally, create a new EBGP neighbor with remote AS 4 while local AS is 123.
Neighbors

+ Create New [# Edit T Delete 4% Column Settings ~

O # Neighbor Remote AS
O 1 10.0.11 123

O 2 10.0.1.100 123

3 192.168.3.1 4
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Navigate to Device Manager >Device & Group>Managed FortiGate The list of devices in the
group are displayed. Click on HQ-FW Dashboard > Display Options
@ Add Device ~ @B Device Groupv & Install Wizard

@ Device & Groups v 4 Add Widget G Rese
¢7) Dashboard + -

l& Search... Q

© Managed FortiGate (2) Host Name

Security Monitors
[[Seipweins e -
Serial Number

System Information

+ HQ-FW Network Monitors
@ Logging Devices (2) #: System N IP Address
+ FW1 = Router > System Time
4+ HQ-FW g
- Display Options Uptime
M Managed FortiAnalvzer (1)

In the CLI Configuration tick CLI Configuration option and click OK.

8 C wireless OLocal WiFi Radio

C CLI Configurations 4 CLI Configurations

Check All Reset to Default Cancel

Navigate to Device Manager >Device & Group>Managed FortiGate The list of devices in the
group are displayed. Click on HQ-FW Dashboard > CLI Configuration>Router>bgp after that
choose 192.168.3.1 neighbor click Edit.

35 dearcn.. W TOULET DEP
7 Dashboard +»
a 0
£ System » neighbor
= Router - SRt # Column Settings v
isis +CreateNew ZEdlt EDeIete
Static Route
—_— key-chain O ip activate activateé additional-pati
. 0O 10011 @ enable (@ disable  disable
multicast
BGP . 0 100.1.100 @ enable @ disable  disable
usticist-flow [V 19216831 @ enable ) disable _ disable ]
Enable ebgp-enforce-multihop feature, make sure ebgp-multihop-ttl is 255 and click OK.
ebgp-enforce- «)
multihop
ebgp-multihop-ttl 255 (1 - 255, default: 255)
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Navigate to Device Manager >Device & Group>Managed FortiGate The list of devices in the
group are displayed. Click on DC-FW Dashboard > Router>BGP

="= Device Manager v = mAddDevice ~~ @ Device Groupv & Install Wizard
@ Device & Groups v BGP
¢#) Dashboard + »
1&  Search... Q Local AS
¥% System >
© Managed FortiGate (4) Router ID
== Router -
4+ Create Nev
+ FW1 OSPF
4+ HQ-FW BGP 0 #
B Logging Devices (4) S . O 1

Type the Router ID in this case 4.4.4.4 and Local AS is 4

BGP
Local AS 4
Router ID 4444

In the Neighbors click on Create New Type the IP Address of HQ-FW and remote AS 123

Edit Neighbor

»

IP 192.168.1.1

Remote AS 123

Password ecccccce

Interface \ = ‘
Update Source ?
Graceful Restart Time 0

Activate IPv4 m
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In the Networks click Create New type IP/Netmask click OK. Finally, one networks are
advertised in the EBGP.

R
Edit Network

IP/Netmask 10.0.2.0/255.255.255.0
Advanced Options >

Navigate to Device Manager >Device & Group>Managed FortiGate The list of devices in the
group are displayed. Click on DC-FW Dashboard > CLI Configuration>Router>bgp after that
choose 192.168.1.1 neighbor click Edit.

(% Dashboard + v
*  neighbor
Summary gh
Security Monitors icsti)smmumty-hst RNl £ Column Settings v
Network Monitors 7 3 v 5
key-chain O activate  activate6  additional-path
i System ’ |[j 19216811 @ enable (@ disable  disable |
multicast
= Router »
multicast-flow neighbor-group

CLI Configurations .

Enable ebgp-enforce-multihop feature, make sure ebgp-multihop-ttl is 255 and click OK.

ebgp-enforce- «)
multihop
ebgp-multihop-ttl 255 (1 - 255, default: 255)
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Install Device Settings:
Ensure you are in the correct ADOM. In the toolbar, select Install Wizard.

& Install Wizard -

@ Device & Groups v OSPF
€7 Dashboard + »
|2 Search... Q Router ID
% System »
© Managed FortiGate (4) Areas
- Router v
+ BR-FW ] 4 Create New [# Edit
+ DC-FW Static Route

+ FW1 OSPF O # =
1 0.0.0.0
I_ Displav Options s

Select Install Device Settings (only) and if you want, type a comment. Click Next.

Install Wizard

Olnstall Policy Package & Device Settings
I (® Install Device Settings (only) |

Install only device settings for a select set of devices. Policy and Object changes will not be updated from the last install.

Comment

=> IR

In the Device Settings page, select one or more devices to install, and click Next.
Install Wizard - Device Settings only

Please select one or more devices to install (@ Use checkbox or Ctrl or Shift key for multiple selections)

Q
(D Device Name IP Address Platform
4 DC-FW 192.168.100.220 FortiGate-VM64-KVM
4+ HQ-FwW 192.168.100.200 FortiGate-VM64-KVM

cmc
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Click Install.
Install Wizard - Device Settings

Only successfully validated device may be installed. Please confirm and click "Install" button to continue.

0
—

(O Device Name Status Action

Click Finish to close the wizard.
Install Wizard - Device Settings

@ Device Setti ngs is installed successfully.
100%

Total: 4/4, @ Success: 4, [ Warning:0, @ Ermor:0 @

¥% Column Settings ~

# Name Time Used Status

1 DC-FW 19s install and save finished status=0K
2 DC-FW/(copy] 20s Installation to real device done

3 HQ-FW 19s install and save finished status=0K
4 HQ-FWIcopy] 20s Installation to real device done
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BGP Verification:

FWl # get router info routing-table bgp
Routing table for VRF=0

B 2.2.2.2/32 [200/0] via 10.0.1.100 (recursive is directly connected, portl), 00:01:38
B 4.4.4.4/32 [200/0] via 10.0.1.100 (recursive is directly connected portl), 00:01:38
B 6.6.6.6/32 [200/0] via 10.0.1.100 (recursive is directly connected portl), 00:01:38
B 8.8.8.8/32 [200/0] via 10.0.1.100 (recursive 1is directly connected portl), 00:01:38
B 192.168.1.0/24 [200/0] via 10.0.1.254 (recursive is directly connected, portl), 00:01:10
B 192.168.2.0/24 [200/0] via 10.0.1.254 (recursive is directly connected, portl), 00:01:10

FWwl # get router info bgp summary

VRF 0 BGP router identifier 2.2.2.2, Tocal AS number 123
BGP table version is 1

1 BGP AS-PATH entries

0 BGP community entries

Neighbor Vv AS MsgRcvd MsgSent  Thlver 1InQ outQ Up/Down State/PfxRcd
10.0.1.100 4 123 9 7 0 0 0 00:04:58 4
10.0.1.254 4 123 8 8 0 0 0 00:04:58 3

Total number of neighbors 2

FWl # get router info bgp network
VRF O BGP table version 1is 1, local router ID is 2.2.2.2

Status codes: s sup?ressed d damped, h history, * valid, > best, i - internal,
S Stale

origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf weight RouteTag Path
*549.2.2.2.2/32 10.0.1.100 0 100 0 01 <-/1>
*>i4.4.4.4/32 10.0..1.100 0 100 0 01 <-/1>
%*516.6.6.6/32 10.0.1.100 0 100 0 01 <-/1>
*>i8.8.8.8/32 10.0.1.700 0 100 0 0 1i <-/1>
*>1710.0.1.0/24 10.0.1.254 0 100 0 01 <-/1>
*>7192.168.1.0 10.0.1.254 0 100 0 01 <-/1>
*>7192.168.2.0 10.0.1.254 0 100 0 01 <-/1>
Total number of prefixes 7

OSPF Verification Commands

HQ-FW # get router info bgp neighbors
HQ-FW # get router info bgp summary
HQ-FW # get router info bgp network
HQ-FW # get router info routing-table bgp
FW1 # get router info routing-table bgp
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