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Backup and Restore: 
Once you successfully configure the FortiGate, it is extremely important that you backup the 

configuration. In some cases, you may need to reset the FortiGate to factory defaults which will 

erase the existing configuration. We also recommend that your backup the configuration after 

any changes are made, to ensure you have the most current configuration available.  

 
 

Backup Configuration GUI: 
Click on the username in the upper right-hand corner of the screen and select Configuration > 

Backup.  
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Direct the backup to your Local PC. Enable Encryption. Enter a password and enter it again to 

confirm it. This password will be required to restore the configuration. Click OK.  

 
 

When prompted, select a location on the PC to save the configuration file. The configuration file 

will have a .conf extension. 

 
 

Restore Configuration Using GUI: 
Click on the username in the upper right-hand corner of the screen and select 

admin>Configuration > Restore. 
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Identify the source of the configuration file to be restored: your Local PC. Click Upload, locate 

the configuration file, and click Open. Enter the password if required. Click OK. 

 
 

It will give warning that the device will reboot click OK to continue.  
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Backup Configuration CLI: 
FW1 # execute backup config tftp FW1-Backup 192.168.114.1 

 
 

Restore Configuration CLI: 
FW1 # execute restore config tftp FW1-Backup 192.168.114.1  

 
 

 
 

FortiGate Firewall will reboot and will restore the configuration.  
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Configuration Revision: 
The FortiGate configuration revision option enables the user to maintain multiple versions of 

the configuration file on the device, the device flash memory should be 512 or higher. 

Configuration revisions are viewed by clicking on the username in the upper right-hand corner 

of the screen and selecting Configuration > Revisions. 

 
 

When revision control is enabled on your FortiGate unit, and configuration backups have been 

made, a list of saved revisions of those backed-up configurations appears. 

 
 

Select two different configuration version click on Diff to see the difference. 
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Restore Factory Defaults: 
There may be a need to reset the FortiGate to its original defaults; for example, to begin with a 

fresh configuration. There are two options when restoring factory defaults. The first resets the 

entire device to the original out-of-the-box configuration. You can reset the device with the 

following CLI command: When prompted, type y to confirm the reset. 

FW1 # execute factoryreset 

 
 

Alternatively, in the CLI you can reset the factory defaults but retain the interface and VDOM 

configuration with the following command: 

FW1 # execute factoryreset2 
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